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AuauUANanvaATausiUneuuzind miun1sAnA NetkaView Logger

Specification MDES Spec 1 MDES Spec 2 MDES Spec 3

CPU (vCPU) 4 core (8 vCPU) 8 core (16 vCPU) 16 core (32 vCPU)
Memory (GB) 8 16 32
Storage size (TB) 0.5-2 1-7 2-20
Network Interface (port) 1 2 2
$1uY EPS gegn 1,000 7,000 20,000

szuzianiutoya 7-90 Yu 7-90 YU 7-90 Yu
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Key Features & Product Highlights:
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Real-Time Log monitoring

Dashboard Datasource, Audit and Raw log

Export Data

Comply 4f9.4003.1-2560

Comply W51. ABNANBS W.A. 2560
A3ERUANNYNABIUDY I1lanaa MD5,SHA,SHA256
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88 Dashboard-NTS / NTS-4003-1-SYSLOG-Top N by Host # <«

Selected (1)

« All

2023-11-09 23:13:28.932
2023-11-09 23:13:28.932
2023-11-09 23:13:28.802
2023-11-09 23:13:28.422
2023-11-09 23:13:28.422
2023-11-09 23:13:28.202
2023-11-09 23:13:28.202
2023-11-09 23:13:27.922
2023-11-09 23:13:27.92
2023-11-09 23:13:27.92
2023-11-09 23:13:27.92
2023-11-09 23:13:27.922
2023-11-09 23:13:27.
2023-11-09 23:13:27.
2023-11-09 23:13:27.

2023-11-09 23:13:27.27

message_raw

h

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

-~ o+

TOP N LOG Group by IP

firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:

firewallinfo RawLog:

Mikrc

MikrotikGateway forward:

Mikrc

MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:

MikrotikGateway forward:

Mikrc

kGateway forwa

Mil kGateway forward:

MikrotikGateway forward:

kGateway forward:

kGateway forward:

kGateway forward:

Event LOGS Display by Date/Time

400 |

- it

18:30

RAW LOGS Display

in:Bridge_WiFi out:ether1, connection-state:new src-mac ea:d9:7f:d4:72:2e, proto TCP (SYN), 10.0.2.70:58324->163.70.137.3:443, len 64
in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢0:4a:00:19:95:5a, proto TCP (SYN), 10.0.0.209:64132->20.189.173.16:443, len 52
0.2.109:55637->110.164.11.73:80, len 52

in:Bridge_WiFi out:ether1, connection-state:new src-mac 0Oc:9a: b:08:c0, proto TCP (SYN), 1

in:Bridge_WiFi out:ether1, connection-state:new src-mac 86:0e:4f:7c:fb:a4, proto TCP (SYN), 10.0.3.12:63249->142.251.12.190:443, len 64
in:Bridge_WiFi out:ether1, connection-state:new src-mac ec:f3:42:06:ba:1d, proto TCP (SYN), 10.0.1.183:39432->110.164.14.191:443, len 60
48->142.250.4.113:443, len 64

in:Bridge_WiFi out:ether1, connection-state:new src-mac 86:0e:4f: :a4, proto TCP (SYN), 10.0.3.12:

in:Bridge_WiFi out:ether1, connection-state:new src-mac 86:0e:4f:7c:fb:a4, proto TCP (SYN), 10.0.3.12:63247->142.251.12.132:443, len 64

in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢2:98:17:6d:c6:df, proto TCP (SYN), 10.0.0.178:35170->163.70.137.2:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac 02:29:8e:fc:06:bf, proto TCP (ACK,PSH), 10.0.2.69:43298->147.92.165.66:443, len 83

in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢2:98:17:6d:c6:df, proto TCP (SYN), 10.0.0.178:35168->163.70.137.2:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new,snat src-mac 02:29:8e:fc:06:bf, proto TCP (ACK,RST), 10.0.2.69:43298->147.92.165.66:443, NAT (10.0.2.69:4.
in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢2:98:17:6d:c6:df, proto TCP (SYN), 10.0.0.178:35166->163.70.137.2:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac ea:d9:7f:d4:72:2e, proto TCP (SYN), 10.0.2.70:58322->163.70.137.3:443, len 64
Bridge_WiFi out:ether1, connection-state:new,snat src-mac ea:do9: e, proto TCP (SYN), 10.0.2.70:58322->163.70.137.3:443, NAT (10.0.
in:Bridge_WiFi out:ether1, connection-state:new src-mac ea:d9:7f:d4:72:2e, proto TCP (SYN), 10.0.2.70:58323->163.70.137.35:443, len 64

in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢2:98:17:6d:c6:df, proto TCP (SYN), 10.0.0.178:39192->104.22.72.252:443, len 60

=

B8 Overview

1699546483802,
1699546408422,
1699546488422,
699546488202,
1699546488202,
1699546487922,
1699546487922,
1699546487922,
1699546487922,
1699546487922,
1699546487662,
46487662,
1699546487662,

1699546407272,
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Dashboard - NTS

2023-11-09 23:27:46.229 172.16.200.1 firewall,info RawlLog:
2023-11-09 23:27:46.229 172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:46.229 172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:45.439  172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:45.439 172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:45.439 172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:45.199 172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:45.019  172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:44.499  172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:44.389 172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:44.389  172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:44.239  172.16.200.1 firewall,info RawlLog:
2023-11-09 23:27:43.949  172.16.200.1 firewall,info RawlLog:
2023-11-09 23:27:43.789  172.16.200.1 firewall,info RawLog:
2023-11-09 23:27:43.789 172.16.200.1 firewall,info RawLog:

2023-11-09 23:27:43.419  172.16.200.1 firewall,info RawLog:

hittps://110.164.230.138/d/yKWE 15-4003-1-syslog-overview3Forgld=18refresh=10s
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MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:

MikrotikGateway forward:

Thi+

28 RawLogs B3 NTS-4003-1-SYSLOG-Top N by Host 58 Top 100 by Message Count

Realtime

17:30 18:00 X 19:3 20:00
= 172.16.200.1

Raw logs

in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.0.162:51491->52.123.168.30:443, len 52
in:Bridge_WiFi out:ether1, connection-state:new src-mac 88:10:8f:78:48:de, proto TCP (SYN), 10.0.2.244:34666->18.239.134.128:443, len 60
in:Bridge_WiFi out-ether1, connection-state:new src-mac 88:10:8f:78:48:de, proto TCP (SYN), 10.0.2.244:34428->18 34.124:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 94:b8:6d:e4:b9:5¢, proto TCP (SYN), 10.0.2.119:579 110.164.28.11:80, len 52
in:Bridge_WiFi out:ether1, connection-state:new src-mac d8:a3:15:al proto TCP (SYN), 10.0.2.20:59516->14: 1.43.138:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 7a:7f:1d:| 112, proto TCP (SYN), 10.0.2.49:46376->8.211.26.175:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 7c:67:a2:35:db:8f, proto TCP (SYN), 10.0.2.111:63641->110.164.28.11:80, len ¢
in:Bridge_WiFi out:ether1, connection-state:new src-mac 1e:5f:62:f5:ab:c2, proto TCP (SYN), 10.0.2.62:39172->156.59.238.27:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac f6:7a:4¢:60:89:68, proto TCP (SYN), 10.0.2.17:5454. 1.18.74.198:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.0.162:51490->110.164.17.24:80, len 52
in:Bridge_WiFi out:ether1, connection-state:new src-mac f6:7a:4¢:60:89:68, proto TCP (SYN), 10.0.2.17:54542->71.18.74.198:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac Se:f azaf:77, proto TCP (SYN), 10.0.0.158:58479->17.242.184.25:443, len 64

in:Bridge_WiFi out:ether1, connection-state:new src-mac Se:f5:38:9a:af:77, proto TCP (SYN), 10.0.0.158:58477->8.8.4.4:443, len 64

in:Bridge_WiFi out:ether1, connection-state:new src-mac Se:f , proto TCP (SYN), 10.0.0.158:58476->8.8.4.4:443, len 64
in:Bridge_WiFi out-ether1, connection-state:new src-mac Se:f :0a:af:77, proto TCP (SYN), 10.0.0.158:53177->17.253.118.201:80, len 64

in:Bridge_WiFi out:ether1, connection-state:new src-mac 7a:91 d:f6:74, proto TCP (SYN), 10.0.3.103:53864->104.18.33.97:443, len 64

=

28 EPS Summary

1699547266229,
1699547266229,
1699547266229,
1699547265439,
1699547265439,
1699547265439,
1699547265199,
1699547265019,
1699547264499,
1699547264389,
1699547264389,
16995

1699547263949,
1699547263789,
1699547263789,

1699547263419,
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Dashboard Filter Time & Auto Interval Dashboards

88 Dashboard-NTS / NTS-4003-1-SYSLOG-Top N by Host # <« 2

message_raw =~ Select a time range Absolute time range
From
November 2023 Last 5 minutes

Syslog Event Count TOP N LOG Group by IP

Last 15 minutes

Last 30 minutes

Last 1 hour 5m
Last 3 hours I 15m
30m
B e et et (e [1 et (mreetyy L EE
bef As soon as you enter some time Last 12 hours 1h
intervals, recently used intervals will appear 2h
here. Last 24 hours
on to find out more

= Count Toty

RAw LOGS Display :
about how to enter custom time ranges. sl e
h

1 act 7 daue

2023-11-09 23:57:58.023 172.16.200.1 firewallinfo RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, conneigjon-state:new src-mac a6:2e:9b:12:01:44, Browser Time Ca : )7:00  Change time settings

2023-11-09 23:57:58.023 172.16.200.1 firewall info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connecuion-state:new src-mac c4:aD:DZ:03: /0:a0, Pro 5 z

2023-11-09 23:57:58.023 172.16.200.1 firewall info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac c4:ab:b2:63:7d:d6, proto TCP (SYN), 10.0.4.43:45437->103.120.246.129:443, len 60

2023-11-09 23:57:58.023 172.16.200.1 firewall info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac c4:ab:b2:63:7d:d6, proto TCP (SYN), 10.0.4.43:47669->103.120.246.129:443, len 60

2023-11-09 23:57:58.023 172.16.200.1

© 2023. Netka System

2023-11-09 23;

2023-11-09 23:57:57.823

2023-11-09 23:57:57.823

2023-11-09 23;

2023-11-09 23:57:57.823

2023-11-09 23:57:57.823

2023-11-09 23;

2023-11-09 23:57:

2023-11-09 23:57:56.682

2023-11-09 23:57:56.373

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:

firewallinfo RawLog:

MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:

MikrotikGateway forward:

kGateway forwa

Mil kGateway forward:

MikrotikGateway forward:

in:Bridge_WiFi out:ether1, connection-state:new src-mac c4:ab:b2:63:7d:d6, proto TCP (SYN), 10.0.4.43:41529->103.120.246.129:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac :aa:28:d3:25, proto TCP (SYN), 10.0.3.54:63502->35.186.224.25:443, len 52
in:Bridge_WiFi out:ether1, connection-state:new src-mac c4:ab:b2:63:7d:d6, proto TCP (SYN), 10.0.4.43:39387->143.92.75.65:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac c4:ab:b2:63:7d:d6, proto TCP (SYN), 10.0.4.43:38487->143.92.75.65:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 88:10:8f:7 :de, proto TCP (SYN), 10.0.2.244:47924->192.229.237.101:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac c4:ab:b2:63:7d:d6, proto TCP (SYN), 10.0.4.43:47764->143.92.75.65:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 88:10:8:78:48:de, proto TCP (SYN), 10.0.2.244:45118->104.244.42.66:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 7c:67:a2:35:db:8f, proto TCP (SYN), 10.0.2.111:63714->23.42.145.228:80, len 52
in:Bridge_WiFi out:ether1, connection-state:new src-mac c4:ab:b2:63:7d:dé, proto TCP (SYN), 10.0.4.43:37387->143.92.75.65:443, len 60
Bridge_WiFi out:ether1, connection-state:new src-mac 88:10:8f:78:48:de, proto TCP (SYN), 10.0.2.244:48740->19" .164.158:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 00:19:0d:3

e, proto TCP (SYN), 10.0.2.128:56485->142.251.43.202:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac 14:13:33:56:! proto TCP (SYN), 10.0.0.166:53339->110.164.28.11

1699549076373,

2BeSHOP.com




etkaView | ogger
Report Dashboard

88 Dashboard-NTS / NTS-4003-1-SYSLOG-Top Nby Host & «3| [

message_faw =~

Syslog Event Count

h
2023-11-09 23:39:04.054 172.16.200.1
2023-11-09 23:39:04.054 172.16.200.1
2023-11-09 23:39:03.494 172.16.200.1
2023-11-09 23:39:03.254 172.16.200.1
2023-11-09 23:39:03.254 172.16.200.1
2023-11-09 23:39:03.094 172.16.200.1
2023-11-09 23:39:02.444 172.16.200.1
2023-11-09 23:39:02.275 172.16.200.1
2023-11-09 23; 2.275 172.16.200.1
2023-11-09 23:39:02.124 172.16.200.1
2023-11-09 23:39:02.124 172.16.200.1
2023-11-09 23:39:01.036 172.16.200.1
2023-11-09 23:39:01.036 172.16.200.1
2023-11-09 23:39:00.804 172.16.200.1
2023-11-09 23:39:00.654 172.16.200.1

2023-11-09 23:39:00.365 172.16.200.1

© 2023. Netka System

TOP N LOG Group b

firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:
firewall info RawLog:

firewallinfo RawLog:

Report

NTS-4003

Report format

XLSX
XLSX

PDF

Mikrc

MikrotikGateway forward:

Mikrc

MikrotikGateway forward:

MikrotikGateway forward:

Mik

MikrotikGateway forward:

MikrotikGateway forward:

Mik

MikrotikGateway forward:
MikrotikGateway forward:

MikrotikGateway forward:

Mikrc

kGateway forwa

Mil kGateway forward:

MikrotikGateway forward:

kGateway forward:

kGateway forward:

kGateway forward:

kGateway forward:

kGateway forward:

x byDate/Time

Report name

'SLOG-Top N by Host

Cancel

RAW LOGS Display

in:Bridge_WiFi out:ether1, connection-state:new src-mac 02:29:8e:fc:06:bf, proto TCP (SYN), 10.0.2.69:44332->52.98.43.130:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 12:e1:1d:6f:af:07, proto TCP (SYN), 10.0.2.48:55066->147.92.191.21:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢2:98:17:6d:c6:df, proto TCP (SYN), 10.0.0.178:53140->216.239.32.116:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢2:98:17:6d:c6:df, proto TCP (SYN), 10.0.0.178:51476->142.250.199.13:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac c0:b6:f9:db:3c:b0, proto TCP (SYN), 10.0.1.184:55719->110.164.17.24:80, len 52
in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢2:98:17:6d:c6:df, proto TCP (SYN), 10.0.0.178:40582->8.8.8.8:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac ¢2:98:17:6d:c6:df, proto TCP (SYN), 10.0.0.178:54490->163.70.137.34:443, len 60
in:Bridge_WiFi out:ether1, connection-state:new src-mac 8a:27:e0:f6:65:e3, proto TCP (SYN), 10.0.2.35:43466->34.117. 443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac 8a:27:e0:f6:65:e3, proto TCP (SYN), 10.0.2.35:58626->110.164.21.11:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac 7a:9f:30:3d:f6:74, proto TCP (SYN), 10.0.3.103:51729->157.240.201.38:443, len 64

in:Bridge_WiFi out:ether1, connection-state:new src-mac 32:7 4:bf:df, proto TCP (SYN), 10.0.0.201:41806->157.240.236.34:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac f6:4e:ce:23:d7:f1, proto TCP (SYN), 10.0.2.54:46778->54.169.199.91:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac 32:7e:36:44:bf:df, proto TCP (SYN), 10.0.0.201:53400->142.251.43.195:80, len 60

Bridge_WiFi out:ether1, connection-state:new src-mac f6:4e:ce:23:d7:f1, proto TCP (SYN), 10.0.2.54:46776->54.169.199.91:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac 6c¢:f7:84:5f:c2:4b, proto TCP (SYN), 10.0.2.43:39504->142.251.43.228:443, len 60

in:Bridge_WiFi out:ether1, connection-state:new src-mac 32:7e:36:44:bfdf, proto TCP (SYN), 10.0.0.201:60476->54.77.130.51:80, len 60

AHnetka

=

B8 Overview

7J L

V

1699547944854, 1
1699547944054, 1
1699547943494, 1
1699547943254, 1:
169954

7943254, 1:

1699547943094,

1699547948654, 1:

1699547948365, 1:
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Report PDF File
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NTS-4003-1-SYSLOG-Top N by Host.pdf

NetkaViewL

Logger

Syslog Event Count

Event LOGS Display by Date/Time

600 ‘ ‘

400

oo A LR R

18:00 19.00 20.00 21:.00 22:00
== Count Total: 218909
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Logger Whitelist Management

Logger

Whitelist

Forwarding Log

https://110.164.230.138/admin/whitelist

© 2023. Netka System

ﬁ Logger

Whitelist

Whitelist

Hostname
Microtik

Portalita

Apply Whitelist

IP Address

Product Enabled
3com

3Com

New Whitelist

Hostname

IP Address

Product

3Com

Create whitelist

Disable/Enable

@ New whitelist

AHnetka
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Data Exporter

@ Data Exporter

& Data Exporter

Service Server Data-Ex
Data-Ex

® New Data Exporter

Name Status Last Schedule Last Schedule Result

Exporter Running 2023-11-09 09:49:01 Success

® Data Exporter
(@ Data Retention
& Service Server

g) Licenses

Administartor

https://110.164.230.138/admin/licenses

2BeSHOP.com
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Data Exporter Schedule

1 Data Export MYUAYD data exporter @ DataExporter (& DataFile

Name 2

& Data Exporter i Cancel

1  Data Exporter Name

o d .
2 Data Source Data Source Type: myuau elasticsearch Data Source:
Name egat-logger-7d

Mriuailu NLG-SYSLOG

o < o < Data Source
3 Data index: Mviuaily logstash-xxx* Time Field: muuailu R . P———
Configuration @timestamp Time range: MrUAsTez NADINS export veta source 2 NLGSYSLOG - —
10g Data Configuration o
Data Hashing
. o : 7= o 5 Index ogstash-egat® Salect Index
4 File Name: Mrua¥e ldndoans export log Expiration: : o o
3 Fields
588219010 Y log 91NNIT export T
) < o . ) 9 Fields Al
5 Data Security 1Wumsmrua Password , Hashing (18& Encryption U93Ja -
1iters
Filters + Filter interval
33| ° . g Time m
6 Data Export Wumsmriuasoulunis export log interval: 1 ums e S ows
[ 1 I I [ 1 e
Schedule & BINIAT L¥Y 1d,30d Lﬂuﬁu cron: 1IUMIMHUAFINIAN
Process N32108ANINNI interval 1n8 1% crontab 1434 0 1 * * *

WU §1M5 export log ADUA 1 YDINNTU
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Download Logs from Data Exporter

@ Data Exporter

® Data File

Service Server Data-Ex

Name

Exporter.20231103194800.1.zip
Exporter.20231105024900.1.zip
Exporter.20231106024900.1.zip
Exporter.20231107024900.1.zip
Exporter.20231108024900.1 zip

Exporter.20231109024900.1.zip

® Data Exporter
(@ Data Retention
& Service Server

[ Licenses

Administartor

@

)

https://110.164.230.138/admin/licenses

© 2023. Netka System

3
4

=xporter Service

Size

86.8 KiB

235 KiB

29.3KiB

81.6 KiB

102 KiB

3.12MiB

Exporter

From

2023-11-03 02:48:00
2023-11-04 09:49:00
2023-11-05 09:49:00
2023-11-06 09:49:00
2023-11-07 09:49:00

2023-11-08 09:49:00

5

Time range

To
2023-11-04 02:48:00
2023-11-05 09:49:00
3-11-06
2023-11-07
'3-11-08 09:49:00

23-11-09 9:00

Expired

2024-02-02 02:48:25
2024-02-03 09:49:02
2024-02-04 09:49:02
2024-02-05 09:49:02
2024-02-06 09:49:02

2024-02-07 09:49:10

AHnetka
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Data Retention

@ Data Retention

(@ Data Retention

Service Server

Name
logger
logger

NLG-METRICBEAT

® Data Exporter
@ Data Retention
& Service Server

1'\ Licenses

Administartor

10.164.230.138/admin/licenses

© 2023. Netka System

Data-Re

Last Schedule

2023-11-10 00:45:00

2023-11-10 00:45:00

2023-11-10 00:00:00

Last Schedule Result

@ New Data Retetion

AHnetka
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Manage Data Retention

@ Data Retention

(@ Data Retention

Name
Data Source Type
Data source Z NLG-SYSLOG

Indices Select Index Add Index
Retention Indices
‘ logstash-egat-* x |

Retention By date

Age

Cancel
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Export Logs to CSV Files
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82 Dashboard-NTS / NTS-4003-1-SYSLOG-Top Nby Host & < [

message_raw =~

Syslog Event Count

2023-11-10 11:31:49.569

2023-11-10 11:31:49.569

2023-11-10 11:31:49.569

2023-11-10 11:31:49.569

2023-11-10 11:31:49.569

2023-11-10 11:31:49.569

2023-11-10 11:31

2023-11-10 11:31:47.318

2023-11-10 11:31:46.998

2023-11-10 11:31:46.998

2023-11-10 11:31:46.858

2023-11-10 11:31:46.448

2023-11-10 11:31:46.148

2023-11-10 11:31:45.949

2023-11-10 11:31:45.008

2023-11-10 11:31:45.008

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

172.16.200.1

TOP N LOG Group by IP

firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawlLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawLog:
firewall,info RawlLog:

firewall,info RawLog:

MikrotikGateway forward:

MikrotikGateway forward:
MikrotikGateway forward:

MikrotikGateway forward:

MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:
MikrotikGateway forward:

MikrotikGateway forward: i

MikrotikGateway forward:

MikrotikGateway forward:

MikrotikGateway forward:

MikrotikGateway forward:

MikrotikGateway forward:

MikrotikGateway forward:

in:Bridge:
in:Bridge,

Bridge
in:Bridge,
in:Bridge:
in:Bridge
in:Bridge
in:Bridge.
n:Bridge

Bridge
in:Bridge,
in:Bridge:
in:Bridge,
in:Bridge:

in:Bridge

: in:Bridge

06:00
== Count Total: 1

Raw logs
@ View
@ Edit
=2

Share

. WiFi out-ether1, col

Wil cul:etheﬂ,cc‘z
%) Explore

. WiFi out:ether1, cd
Inspect

_WiFi out:ether1, co
More...

. WiFi out:ether1, col

- @ Remove
_WiFi out:ether1, col

 WiFi out:ether1, connection-state:new src-mac 42:10:c3:5e:6

AHnetka

=

oo
8o Overview

Event LOGS Display by Date/Time

LMH”UL Ik Imll ;H\\!u i“h. \!d\l.l.!%!ﬂu'l ﬂlxlu”.‘!hnﬂ

Inspect: RAW LOGS Display

63:74, proic proto TC
:07:d7:63:74, proto TC

==t proto T

Data|

50:d4,
Query i =
PanelJsoN ~ hProtoT

te, proto Ti

e, proto T!

_WiFi out:ether1, connection-state:new src-mac 96:23:07:d7:63:74, proto T

 WiFi out:ether1, connection-state:new,snat src-mac d2:6a:6d:1a:fa:3d, pro

 WiFi out:ether1, connection-state:new src-mac d2:

d:1a:fa:3d, proto Tt

_WiFi out:ether1, connection-state:new src-mac 14:13:33:56:9¢:69, proto T

 WiFi out:ether1, connection-state:new src-mac 42:10:c3:5e:61:3¢, proto Ti

_WiFi out:ether1, connection-state:new src-mac 42:10:c3:5e:61:3e, proto T!

 WiFi out:ether1, connection-state:new src-mac 42:10:c3:5e:61:3e, proto Ti

_WiFi out:ether1, connection-state:new src-mac 92:56:c4:6a:d8:d0, proto TCP (SYN), 10.0.2.32:37254->163.70.137.63:443, len 60

 WiFi out:ether1, connection-state:new src-mac a0:f9:e0:68:d7:8b, proto TCP (SYN), 10.C

Appiy pan

Bridge
dge

d: InBridge_Wi

[ 1699590705008, 4 ]

42002->3.94.41.167:443, len 60 [ 1699590705008, 3 ]
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iew

I= Sign out

a
fit Preferences

admin

https://110.164.230.138/profile

@ Change password

ogger

. admin

it Preferences

Edit profile

Name

Username

admin

Save

Preferences

Ul Theme
Default
Home Dashboard &
Sessions
Dashboard-NTS / NTS-4003-1-SYSLOG-Top N by Host

Timezone Last seen

Default Now
Week start 6 days ago
Default
11 hours ago

9 hours ago

5 minutes ago

Organizations 11 hours ago

10 hours ago
Name Role

Main Org. Admin

Logged on
November 9, 2023
November 3
November 9, 2023
November 9, 2023
November 9, 2023
November 9, 2023

November 9, 2023

IP address

Browser & 0S

Chrome on Windows 10

Chrome on Windows 10

Chrome on Windows 10

Chrome on Windows 10

Chrome on Windows 10

Chrome on Windows 10

Chrome on Mac 0S X 10.15

AHnetka
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search na message MhunTuszuu NLG (Ju default search

/L 88 Dashboard-NTS / NTS-4003-1-SYSLOG-RAW-DATA % < [
All v Filters message_raw ! + 88 Overview

Raw logs -
@timestamp host
2023-11-1516:09:36.211 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60058->182.161.73.136:443, len 52
2023-11-1516:09:36.041 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60061->162.55.233.29:443, len 52
2023-11-15 16:09:36.041 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60057->162.55.233.29:443, len 52
2023-11-1516:09:35.891 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 98:5a:eb:9b:05:f4, proto TCP (SYN), 10.0.6.3:56270->163.181.52.225:443, len 64
2023-11-15 16:09:35.891 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60056->182.161.73.136:443, len 52
2023-11-1516:09:35.691 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60062->182.161.73.136:443, len 52
2023-11-1516:09:35.543  172.16.200.1 dns done query: #4735284 api.edkt.io. 34.120.111.33
2023-11-1516:09:35.533 172.16.200.1 dns query from 10.0.5.240: #4735284 api.edkt.io. A
2023-11-15 16:09:35.308 172.16.200.1 dns query from 10.0.2.253: #4735283 edge.microsoft.com. A
2023-11-1516:09:35.308 172.16.200.1 dns done query: #4735283 edge.microsoft.com. 13.107.21.239
2023-11-15 16:09:35.121 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 7c:67:a2:35:db:8f, proto TCP (SYN), 10.0.2.111:53269->52.209.208.82:443, len 52
2023-11-1516:09:35.015 172.16.200.1 dns done query: #4735282 hydra.easyanticheat.net. 52.209.208.82
2023-11-15 16:09:35.004 172.16.200.1 dns query from 10.0.2.111: #4735282 hydra.easyanticheat.net. A
2023-11-15 16:09:34.951 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60060->110.164.11.58:80, len 52
2023-11-1516:09:34.840 172.16.200.1 dns done query: #4735281 www.msftncsi.com. 110.164.11.58
2023-11-1516:09:34.840 172.16.200.1 dns query from 10.0.5.240: #4735281 www.msftncsi.com. A
2023-11-1516:09:34.834 172.16.200.1 dns done query: #4735280 dns.msftncsi.com. 131.107.255.255
2023-11-1516:09:34.825 172.16.200.1 dns query from 10.0.5.240: #4735280 dns.msftncsi.com. A
2023-11-1516:09:34.724 172.16.200.1 dns done query: #4735279 dns name does not exist
2023-11-1516:09:34.724 172.16.200.1 dns query from 10.0.3.97: #4735279 tm-apexone-br.egat.local. A

2023-11-15 16:09:34.242 172.16.200.1 dns done query: #4735278 dns name exists, but no appropriate record




35015 search Anetka

wWasuFouly Hu =

[ 88 Dashboard-NTS / NTS-4003-1-SYSLOG-RAW-DATA ¥ < [

Host = All v Filters  message_raw B8 Ooverview

Raw logs

host
2023-11-15 16:09:36.211  172.16.200 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60058->182.161.73.136:443, len 52
2023-11-15 16:09:36.041  172.16.200 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60061->162.55.233.29:443, len 52
2023-11-15 16:09:36.041 172.16.200 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60057->162.55.233.29:443, len 52
2023-11-15 16:09:35.891  172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 98:5a:eb:9b:05:f4, proto TCP (SYN), 10.0.6.3:56270->163.181.52.225:443, len 64
2023-11-1516:09:35.891  172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60056->182.161.73.136:443, len 52
2023-11-15 16:09:35.691 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60062->182.161.73.136:443, len 52
2023-11-15 16:09:35.543 172.16.200.1 dns done query: #4735284 api.edkt.io. 34.120.111.33
2023-11-1516:09:35.533 172.16.200.1 dns query from 10.0.5.240: #4735284 api.edkt.io. A
2023-11-15 16:09:35.308 172.16.200.1 dns query from 10.0.2.253: #4735283 edge.microsoft.com. A
2023-11-1516:09:35.308 172.16.200.1 dns done query: #4735283 edge.microsoft.com. 13.107.21.239
2023-11-15 16:09:35.121 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 7c:67:a2:35:db:8f, proto TCP (SYN), 10.0.2.111:53269->52.209.208.82:443, len 52
2023-11-1516:09:35.015 172.16.200.1 dns done query: #4735282 hydra.easyanticheat.net. 52.209.208.82
2023-11-1516:09:35.004 172.16.200.1 dns query from 10.0.2.111: #4735282 hydra.easyanticheat.net. A
2023-11-15 16:09:34.951 172.16.200.1 firewall,info RawLog: MikrotikGateway forward: in:Bridge_WiFi out:ether1, connection-state:new src-mac 80:30:49:b7:7b:c7, proto TCP (SYN), 10.0.5.240:60060->110.164.11.58:80, len 52
2023-11-1516:09:34.840 172.16.200.1 dns done query: #4735281 www.msftncsi.com. 110.164.11.58
2023-11-1516:09:34.840 172.16.200.1 dns query from 10.0.5.240: #4735281 www.msftncsi.com. A
2023-11-15 16:09:34.834 172.16.200.1 dns done query: #4735280 dns.msftncsi.com. 131.107.255.255
2023-11-1516:09:34.825 172.16.200.1 dns query from 10.0.5.240: #4735280 dns.msftncsi.com. A
2023-11-15 16:09:34.724 172.16.200.1 dns done query: #4735279 dns name does not exist
2023-11-1516:09:34.724 172.16.200.1 dns query from 10.0.3.97: #4735279 tm-apexone-br.egat.local. A

2023-11-1516:09:34.242  172.16.200.1 dns done query: #4735278 dns name exists, but no appropriate record
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Raw logs
@timestamp host
2023-11-1516:09:56.182 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.7.48 for 00:08:22:40:EE.88 OPPO-A31
2023-11-1516:07:07.487 172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.5.206 for 22:8D:38:62:F3:4A OPP0O-A96
2023-11-15 16:07:04.501 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.5.206 for 22:8D:38:62:FB:2A OPPO-A96
2023-11-1516:05:40.393 172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.5.208 for 86:96:C2:65:4E:(D OPPO-A96
2023-11-15 16:05:05.988 172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.2.59 for B6:D9:33:6D:A0:B8 OPPO-Reno5-5G
2023-11-1516:02:29.624 172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.2.85 for OE:27:DB:0A:86:5¢ OPPO-A15
2023-11-1516:02:18.099 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.2.85 for 0E:27:DB:0A:86.5C OPPO-A15
2023-11-15 16:00:58.419  172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.5.175 for 96:C2:BC:66:4F:2A OPPO-Reno7-Z-5G
2023-11-1516:00:58.396  172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.5.175 for 96:C2:BC:66:4F:2A OPPO-Reno7-Z-5G
2023-11-1516:00:47.388 172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.0.212 for A4:F0:5E:E0:47:(JF OPPO-A5s
2023-11-15 16:00:47.324 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.0.212 for A4:FO:5E:E0:4y:0F OPPO-A5s
2023-11-1515:59:43.119  172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.7.76 for D4:67:D3:37:60:7§ OPPO-A3s
2023-11-15 15:58:54.965 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.7.39 for 5E:66:77:89:81§34 OPP0O-A95
2023-11-1515:58:46.219 172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.5.175 for 96:C2:BC:66:4F:2A OPPO-Reno7-Z-5G
2023-11-1515:58:46.206 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.5.175 for 96:C2:BC:66:4F:2A OPPO-Reno7-Z-5G
2023-11-1515:58:11.036 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.5.208 for 86:96:C2:65:4-:0D OPPO-A96
2023-11-1515:57:56.540 172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.5.175 for 96:C2:BC:66:4F:2A OPPO-Reno7-Z-5G
2023-11-1515:57:56.524 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.5.175 for 96:C2:BC:66:4F:2A OPPO-Reno7-Z-5G
2023-11-1515:57:24.431 172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.2.59 for B6:D9:33:6D:A(:B3 OPPO-Reno5-5G
2023-11-1515:55:12.557 172.16.200.1 dhcp,info DHCP_WiFi assigned 10.0.2.59 for B6:D9:33:6D:A0:B3 OPPO-Reno5-5G6

2023-11-1515:55:12.529  172.16.200.1 dhcp,info DHCP_WiFi deassigned 10.0.2.59 for B6:D9:33:6D:A(:B3 OPPO-Reno5-5G6
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